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Introduction.
The internet has contributed to the great transformation in almost all aspects of human life. online trade has become very common as customers find the products being sold at a central platform and make orders. Use of the internet has opened up more opportunities and exchange and flow of information among people of different background and cultures. The Internet has also brought about its challenges and problems considering the exposure of personal information to public users. Devices have therefore been prone to attack by computer virus which may delete or alter information permanently. The Internet has also contributed to reduced productivity of employees especially if their usage of computer is not controlled. Security policies, therefore, become necessary to ensure the internet is used in the right way. This paper will be discussing internet use policies for even external devices.
Internet use policy
The policy defines the rules and guidelines of employees on how to use the equipment of a company and access to network or internet. Employees are required to agree on the policy before they are employed to prove that they would observe the rules. Corporate networks are designed for assisting in the work that is related to the company and violation of the principle is not allowed in any organization. The policy highlights the consequences of violation of the policy. It prevents employees from misusing the internet at the expense of the company. It provides for employees to dedicate their maximum time for the duties of the company to increase efficiency. 
External device use policy
It defines the rules and guidelines of accessing internet systems for devices belonging to an organization. It controls access of the external devices may mobile phones belonging to employees to the servers or organization’s infrastructure. According to Goldschlag &Dahl (2017), the ITD has is allowed to reject either physical or nonphysical means to the network systems belonging to the organization. Employees of an organization are therefore disallowed to have their external devices such as flash discs or memory card from being used within the organization premises. This policy protects the organization’s devices from malware and virus attacks introduced from devices that are not protected. 
The policy also protects the data and any other information that is not for public consumption from leaking to the public. employees frequently introduce foreign materials or information that is not relevant to the organization. This policy, therefore, ensures that devices belonging to the organization are not for personal use in the organization. Implementing this policy however comes along with some challenges, the first one is the enforcement of the policy because one cannot supervise employees physically to ensure adherence to the policy. The organization may face difficulty when employees are given tasks that are to be completed from home, transfer of data is necessary and the policy does not provide for such cases.
[bookmark: _GoBack]Employee Identity (ID) policy
Some companies have many employees that it may be hard to physically identify that one is a member of the organization. There are also many departments each having their group of employees which also requires special access to information or services. To identify an individual as an employee of the organization, employee identity policy becomes very important in achieving that. ID cards are issued to every individual upon employment which bears their personal information and departments which they work from. The policy ensures there is order and access to facilities or information is verifiable upon request (Chen et al, 2016).
The ID provides for a good policy of collecting company devices such as computers or storage devices. Areas that have the main servers or contain confidential information may be restricted using this policy by only allowing access from senior staffs. Restricting access shows some discrimination in the organization and therefore may not motivate employees to maximum production. Forgery of identity cards has become very common especially with the help of insiders in the organization. Employees have limited information before making appropriate decisions that may affect the organization.
Computer use policy
Computers are exposed to many security threats and preventive measures should be followed up to the end to ensure that data and personal information secure. Computers may be connected to the internet where without the computer use policy, third parties from the public may join the network and access all information without authority (Jacobs, 2018). The policy states the acceptable actions when using computers belonging to the organization. One is discouraged from sharing their user login details and logging off anytime that the computer is not being used. The policy ensures that computers in the workplace are only used for the intended purposes and not misused. Employers are therefore allowed to monitor the use of company resources to ensure they are used for the common good of the organization. A challenge in implementing this policy is the lack of cooperation from employees who will still go against the policy knowingly or unknowingly.
Conclusion
The internet and electronic resources are essentials of the organization but must be used only in the interest of the organization. Technology brings about many benefits that would improve service delivery and profits for the company. workstations must be monitored and regulated through policies that would ensure maximum security and safety of information and the company itself. The policies discussed are therefore some of the ways that can be used to ensure threats to internet use are reduced.
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